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I. INTRODUCTION

The standard nine-to-five, office-centric workday has gone the way
of the dinosaur. Much of today's corporate workforce is equipped with
mobile technology that provides new levels of freedom, flexibility and
efficiency. A worker can edit a document while exercising on an
elliptical machine, drinking a latte at a coffee shop or riding a train.
However, the benefits of mobile technology do not come without a
price. The changing landscape presents a unique challenge to
Information Technology (IT) departments as workers increasingly
function outside the security of an office network. The potential for a
security breach has always been a concern, and with the emergence of
the "mobile blind spot," this concern has become paramount.' A
security breach affecting a corporation can destroy consumer
confidence and can be devastating to the bottom line. Numerous
government regulations can be triggered when a breach occurs and the
penalties for failure to comply can be severe. The goal of this Article is
to make the reader aware of the mounting mobile age security threats
and knowledgeable about the associated federal and state regulations.
Part II of this Article will examine the rise of mobile technology
from its infancy to cutting edge technologies like the smart phone and
tablet computer. It will then analyze cloud computing and the
competitive advantages mobile technology can provide for a business.
Part III will examine the risks that the use of mobile technology
1. See, e.g., Eweek.com, Podcast: The Mobile Blind Spot, (Nov. 26, 2007),
(discussing the
http://www.eweek.com/c/a/Mobile-and-Wireless/The-Mobile-Blind-Spot-[2]/
emergence of mobile blind spot).
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presents to a business, such as lost or stolen devices and rapidly
developing malware. Part IV will introduce the Federal Trade
Commission (FTC) and explain its role in IT security enforcement. Part
V will examine the multitude of Federal Regulations relating to data
security. Each regulation will be analyzed and enforcement measures
will be described. Part VI will focus on the growth of state and federal
legislation as it applies to data security. Part VII will examine corporate
policies that can be implemented to prevent a mobile security breach.
II. THE MOBILE WORLD

A. The Evolution of Mobile Technology
Humans have always aspired to process and share information on the
move. That desire can be traced to the invention of the abacus, which
allowed mathematical computations to be completed on a portable
mechanism. 2 In addition to freedom and convenience, the desire for
connectivity has also existed throughout human history.3 Henry Ford
had it on his mind when he invented the Model T.4 Inspired by his
detest of an isolated, rural upbringing, Ford utilized his invention to
more easily access populated urban centers.5 Fast forward a few decades
and that same desire for connectivity is what propelled Motorola's
decision to commercialize the mobile "cell" telephone with the
introduction of the DynaTac 8000x. 6 Despite its technological marvel, it
was unwieldy, stored only thirty numbers, and cost around $4,000.' To
say it was an impractical purchase for the average 1983 consumer is an
understatement. The DynaTac did, however, plant a seed: practical
mobility, and the convenience and efficiency it brings, was on the
horizon.
Just like the cellular phone, the 1981 invention of the laptop gave
consumers another taste of mobility. Similar to the DynaTac, the first
2. See Posting of Admin to Mobl2l, In the Beginning There was the Abacus . . . ,
http://www.mobl21.comfblog/05/in-the-beginning-there-was-the-abacusE2%80%A6/
(July 5,
2010) (describing how the abacus worked in mobile setting).
3.

TOM GILLIS, SECURING THE BORDERLESS NETWORK, 41 (Brett Bartow ed., Cisco

Press, 1st ed. 2010) (quoting Richard Tedlow, who recognized desire and compared addictive
nature of connectivity to a drug).
4. Id. (noting Ford's desire for connectivity spurred on the invention of Model T).
5. Id. (arguing that Model T connected people like no other device before it).
6. Id. at 39 (describing how Dr. Martin Cooper invented device and made first call).
Cooper's first call was made somewhat in jest; he decided to call Dr. Joel Engel, his rival at Bell
Labs. Id.
7. Id at 40.
8. Id at 42.
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laptop was predictably bulky and not practical for consumers. By 1989,
however, the laptop evolution began with the introduction of the NEC
Ultralite.' 0 The Ultralite is considered by many to have been the first
"notebook" style laptop ever released." A few years later, in 1993, the
first Personal Digital Assistant (PDA) was introduced.12 The device was
immensely popular and "put handheld innovation on the fast track."l 3
Just before the dawn of the new millennium, a handheld which
offered attractive, cutting-edge features was released and the Blackberry
was born.14 The Blackberry changed society's expectations about
connectivity and in turn, created an obsession which has been described
as similar to the craving for an addictive drug; hence, the nickname
"Crackberry."' 5 The original device offered some useful features in
addition to functioning as a mobile phone.' 6 Undoubtedly, the most
important was the ability to access office email from a remote
location.17
The Blackberry paved the way for smartphones, including the
iPhone and, later, the Motorola Droid. The smartphone is the newest
and most powerful mobile device and has become an essential tool for
staying connected socially and professionally. The smartphone's
capabilities are seemingly endless, functioning more like personal
computers.18 A user can listen to music, surf the web, text message, or
utilize a growing list of applications using Wi-Fi and his or her
provider's network.19 The rapid adoption of smartphones has resulted in
a cultural shift, as opposed to just a passing fad.2 More recently, tablet
computers such as the iPad have exploded onto the market and could

9. Id. (detailing invention of "Osborne 1"). The first laptop utilized a floppy disk with
only 64K of memory. Id. It had word processing capabilities but was limited to only 40
characters. Id. The Osborne weighed in at a svelte 25 pounds. Id. (describing the capabilities of
the Osborne).
10. About.com, Inventors-History of Laptop Computers, http://inventors.about.com/
library/inventors/bllaptop.htm (last visited Sept. 15, 2010).
11. Id.
12. Id. (stating that "PDA's are pen-based hand-held computers.").
13. GILLIS, supra note 3, at 45.
14. See id (mentioning Research in Motion's (RIM) introduction of the Blackberry in
1999).
15. See id. at 45-46 (showing origin of "Crackberry" nickname). The introduction of the
Blackberry perhaps started the "always on" society that we live in today. See id.
16. Id. at 45.
17. Id. (listing the functions of Blackberry). The Blackberry was the first mobile device
"that could truly extend the office to the road." Id. (quoting ZDnet's definition of the
Blackberry).
18. Id. at 46.
19. Id. (listing the capabilities of the smartphone).
20. Id.
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become a replacement for the bulky laptop computer.
Blackberrys, smartphones, tablet computers, and PDAs have become
integral to the lives of people across America. Industry leaders are
incorporating those mobile tools into business strategies at an increasing
rate, particularly the smartphone.22 Corporations are doing so, not
necessarily because their employees enjoy utilizing the devices, but
because mobile devices can provide a notable competitive advantage for
their businesses. 23 One business leader recently said, "If 'work' only got
done in the office, I'm quite sure I would soon be without customers."
B. The Advantages of Mobility
Mobile devices have the ability to enable employee productivity in
various settings other than just the traditional work space. Information
that could once only be accessed at the office no longer has geographic
limitations. Workers can now use their mobile devices to stay connected
while traveling to business meetings or commuting to the office, which
enables employees to conduct business during times which were
previously unproductive.
Not only does mobility create additional time for employees to
conduct business, but it also creates a freedom that has never before
existed. Employees dislike the feeling of being chained to their desk,
and mobility allows workers to complete tasks outside the walls of an
office, on their own time. The practice of working from home or
another location is known as telecommuting. 24 As telecommuting
continues to engulf businesses, the day where more employees work
outside the office than in the office is fast approaching. For example,
40% of IBM's employees work entirely from a non-office setting. 25
21. See Apple iPad: 40 Per Cent of Shoppers Would Ditch Laptopfor Tablet PC, Survey Finds,
TELEGRAPH UK, May 29, 2010, http://www.telegraph.co.uk/technology/apple/7772906/Apple(noting that
iPad-40-per-cent-of-shoppers-would-ditch-laptop-for-tablet-PC-survey-finds.html
U.S. shoppers bought one million iPads during its first twenty-eight days on market).
22. See Posting of Mobility Management Desk to Visage Mobile: Mobility Management
News and Blog, Businesses Lacking Mobility Management While Adopting Smartphones,
http://www.visagemobile.com/news/news/managing-mobile-expenses-news/5219/businesses-lac
king-mobile-management-while-adopting-smartphones/ (Sept. 20, 2010, 07:55) (noting the
increasing usage of smartphones).
23. See Deanna Dicken, Gain the Competitive Advantage: Data Management Solutions
for Mobile Devices, DATABASE JOURNAL: THE KNOWLEDGE CENTER FOR DATABASE
PROFESSIONALS, July 22, 2010, http://www.databasejournal.com/sqletc/article.php/3893676/
Gain-the-Competitive-Advantage-Data-Management-Solutions-for-Mobile-Devices.htm.
24. Jeremy Schlosberg, Telecommuting: The Ultimate Answer or Just Another Question
Mark?, U.S. BLACK ENGINEER & IT, Fall 1984, at 43.

25. The Impact of Women's Growing Participationin the Workforce: the Shriver Report:
A Woman's Nation Changes Everything: Field Hearing Before the Subcomm. on Workforce
Protections of the H. Comm. on Education and Labor, I 11th Cong. 2 (2009) (statement of
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The increase in satisfaction that a mobile office brings can result in a
more qualified staff and an improvement in employee retention. 26An
employee who is able to complete an assignment during halftime at her
child's soccer game will be more satisfied than the employee who
misses the game because she is forced to stay late at the office.
27
Productivity also rises when a worker is allowed to telecommute. A
recent study by CompTIA found that 67% of Chief Information Officers
reported a rise in productivity at a company with mobile and
telecommuting capabilities. 28
Employee satisfaction is not the only perk of allowing workers to
telecommute. Office space, cubes, desks, chairs, staplers, printer paper,
and desktop computers are not needed for a mobile worker who
primarily telecommutes. As a result, businesses do not need to lease or
buy as much real estate, furnishings, and office supplies as would be
necessary if employees work in a typical office setting.29 The money
that is saved in overhead costs can be significant. The bottom line is
always paramount to the decisions of business leaders, and "[e]ven the
most conservative estimates show that a mobile workforce geared
toward telecommuting is a budget-wise solution for business." 30
C. Cloud Computing-The Futureof Mobile
As employees become more and more mobile, businesses seek
alternate ways of storing information and exchanging data. Cloud
computing has garnered significant attention in IT circles and has been
heralded by some as a game-changing solution for businesses. 3 1 At its
core, cloud computing is IT as a service; cloud computing providers
"rent" their services out to customers. 32 As a result, customers are not
required to "host ... solutions on their own computer servers or spend a
Maria S. Ferris, Director of Diversity, Compliance and Employee Experience, IBM Corp.),
available at http://democrats.edworkforce.house.gov/documents/111/pdf/testimony/20091113
MariaFerrisTestimony.pdf.
26. Amy Schurr, Telecommuting Improves Health: CompTIA Study Finds Telecommuting
Delivers Many Benefits, NETWORK WORLD, Oct. 14, 2008, http://www.networkworld.com/news
letters/itlead/2008/101308itleadl.html.
27. Id.
28. Id.
29. Id.
30. Jovita Carranza, The Small Business Mobility Advantage, MAAS360 MAG., available
at http://magazine.maas360.com/article/622-the-small-business-mobility-advantage?cl=2.
31. See REBECCA S. EISNER & MARK A. ORAM, CLEAR SKIES OR STORMY WEATHER FOR
CLOUD COMPUTING? CRITICAL PRIVACY AND SECURITY CONTRACTING ISSUES FOR CUSTOMERS OF

CLOUD COMPUTING 219 (2010) (Westlaw citation 1006 PLI/Pat 211, 219) (noting that some
pundits believe cloud computing is a game changing solution while others disagree).
32. Id.
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lot of money . . . outright." 33 If you are using your computer to access
an Internet application like Facebook or Gmail, you are accessing a
solution that resides in the cloud.3 4
Cloud computing is set to take the mobile computing landscape by
storm. 35 According to John Peters, "cloud services are designed to be
used from a distance, so if you have a mobile workforce, your staff will
have access to most of your systems on the go." 36 Smartphones and
other mobile devices are getting smaller and more powerful, but can be
a nightmare for IT security departments. 37 As soon as IT develops
adequate security for one model of a smartphone, it seems that a newer,
more vulnerable model comes into existence. The cloud will have the
ability to help solve that problem. Business applications can be synched
with a cloud service and that service can be responsible for the myriad
of security changes that need to take place for proper protection. Cloud
computing suppliers are responsive and "a business can focus on its
business instead of the technology needed to support it."38
In a cloud computing environment, a company only pays for the
services that it wishes to access or workers it chooses to enable. The
large, up-front capital expenditures necessary for an IT security
overhaul are not required in the cloud. 39 These attributes make cloud
computing a desirable and economically efficient model.
Cloud computing is a prudent choice for a company that foresees a
shift in the size of its business operations, which is prevalent in today's
economic environment. Cloud computing allows a company to scale its
usage. This can work in either direction. For instance, a growing
company or a company that experiences seasonal spikes can cope with
the increase in volume. On the other hand, a company that is
downsizing is not burdened with unnecessary IT costs.

33. GILus, supra note 3, at 19.
34. See Linda Roedar, Cloud Computing in Facebookfor Business, EXAMINER.COM (June
29, 2009), http://www.examiner.com/x-13401-Allentown-Social-Media-Examiner-y2009m6d
29-Cloud-computing-in-Facebook-for-business (describing how cloud computing has been
affected by social media).
35. See Charles Babcock, The Cloud is the Enginefor Mobility Advancement, MAAS360
MAG., http://magazine.maas360.com/article/659-the-cloud-is-the-engine-for-mobility-advancem
ent (stating that "cloud computing is going to revamp the mobile landscape").
36. Shipla Chandran, High-Tech IT Solutions, GULF WKLY., May 12-18, 2010, available
at http://www.gulfweekly.com/Articles.aspx?articleid=24776.
37. See Babcock, supra note 35, at 15.
38. EISNER& ORAM,supra note 31, at 221.
39.

See generally TiM MATHER, SUBRA KUMARASWASAMY, & SHAHED LATIF, CLOUD

SECURITY AND PRIVACY (2009).
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THREATS PRESENTED BY MOBILE COMPUTING

Companies often spend millions of dollars developing, testing and
improving the firewall for their corporate local area network (LAN).
The trend towards worker mobility, however, is making that spending
less efficient. Business data can now be found on thumb drives,
smartphones, PDAs and other mobile devices. Laptop sales have
increased drastically, and have recently overtaken desktop sales.4 0
Businesses, however, sometimes have underdeveloped security tools for
devices that can and do operate outside the LAN. A mobile blind spot
is developing which companies need to understand and address because
security breaches and regulatory violations are a very real threat. 42
The features and functional capabilities of mobile devices are
advancing and the devices are becoming more like actual computers.4 3
That is a positive note on the business productivity front, but is
worrisome where device security is concerned. Computers that are not
properly protected are vulnerable to threats like "phishing, spyware,
keystroke-loggers, viruses and other malware."A4 Those very same
threats are now starting to affect mobile. devices. Notably, malware is
becoming more complex. 45 By mid-2008, there were almost 500
identified types of malware created specifically for mobile devices. 46
Third party applications, such as downloadable ringtones and games,
provide the greatest threats.4 7 Worms have also been created that can
40. See Kelvin Soh, Is it the End of the Desktop PC?, REUTERS, Jan. 7, 2009, availableat
http://www.reuters.com/article/idUSTRE50601320090107?pageNumber-1 &virtualBrandChann
el=0.
41. See, e.g., Joan Goodchild, Wireless Security Better, Needs Improvement, PC WORLD,
Nov. 1, 2008, http://www.pcworld.com/businesscenter/article/153170/wireless_securitybetter
needs improvement.html (noting "primitive security protections").
42. See discussion infra Part IV.
43.

See HENRY L. JUDY & THOMAS M. LAUDISE, INFORMATION TECHNOLOGY LAW

INSTITUTE 2009: WEB 2.0 AND THE FUTURE OF MOBILE COMPUTING: PRIVACY, BLOGS, DATA

BREACHES, ADVERTISING, AND PORTABLE INFORMATION SYSTEMS 213-14 (2009) (Westlaw
citation 962 PLI/Pat 199) (noting that capabilities of mobile devices are on the rise); see also
Brad Stone, As Phones Do More, They Become Targets ofHacking, N.Y. TIMES, Dec. 20, 2009,
available at http://www.nytimes.com/2009/12/21/technology/21cell.html?_r-2 (detailing rapid
evolution of mobile phone).
44. JUDY & LAUDISE, supra note 43, at 213.
45. See Eric Bland, Malware Turns Your Cell Phone Against You, DISCOVERY NEWS,
Mar. 9, 2010, http://www.msnbc.msn.com/id/35778945/ns/technologyand science-wirel ess/
(stating that "Malicious software for cell phones could pose a greater risk for consumer's
personal and financial well-being than computer viruses .

.

. particularly .

.

. a rootkit . .

(paraphrasing scientists from Rutgers University).
46. See JUDY & LAUDISE, supra note 43, at 215.
47. To help quell that problem, some operating systems are requiring a "digital signature"
so the root of a problem can be traced. See id. at 215-16.

WALKING THE WIRE IN THE WIRELESS WORLD: LEGAL AND POLICY IMPLICATIONS

2011]

33

monitor and record a cell phone conversation.4 8 When a device is used
for business purposes, sensitive data can become compromised.
Laptops, smartphones and tablet computers can present different
risks, as they are often equipped with Wi-Fi capability, which allows for
connection to mobile hotspots. 49 Many Wi-Fi hotspots do not require
encryption and are particularly vulnerable to attacks.so Hackers often
use the Wi-Fi hotspots as backdoors into information stored on the
device.5 ' An airport, a location frequented by many business travelers
with mobile capabilities, is a particularly insecure location.
The portability of a mobile device makes it susceptible to a more
traditional attack: being stolen or lost. Unlike a work-issued desktop
computer within the walls of a gated complex, mobile devices often do
not have physical barriers protecting them. Laptops are particularl
susceptible to theft and represent the number one cause of data loss.
The Ponemon Study found in 2009 that 36% of all data breach incidents
involved lost or stolen laptops.54
An employee at Oklahoma's Department of Human Services
recently had his laptop stolen, compromising the sensitive data of one
million Oklahoma residents.5 5 In a similar incident, an employee of the
Department of Veteran's Affairs had his laptop stolen from his car,
temporarily compromising over 26 million social security numbers and
dates of birth.5 6
A common viewpoint amongst IT directors is not "if' data will be
compromised, but "when" will data be compromised. An IT executive
48. Id. at 218.
49. See Wisegeek, What is Wifi, http://www.wisegeek.com/what-is-wifi.htm (last visited
July 29, 2010).
50.

See JUDY & LAUDISE, supra note 43, at 219.

51. See id. at 210.
52. See id. at 211.
53. See Press Release, Absolute Software & Ponemon Institute, Absolute and Ponemon
Institute Study Shows Many Employees Undermine Traditional Data Breach Prevention
Strategies, Jan.
13, 2009, available at http://www.absolute.com/en/company/press
room/news/09-01-13/AbsoluteandPonemoninstitute_StudyShows ManyEmployees Und
ermineTraditionalDataBreachPreventionStrategies.aspx.
54.

PONEMON

INSTITUTE,

LLC,

2009

ANNUAL

STUDY:

COST

OF

A

BREACH:

UNDERSTANDING FINANCIAL IMPACT, CUSTOMER TURNOVER, AND PREVENTATIVE SOLUTIONS 23

(2009) [hereinafter PONEMON INSTITUTE], http://www.ponemon.org/locallupload/fckjail/general

content/i 8/file/USPonemonCODB_09_012209 sec.pdf.
55. Kara Reeder, Oklahoma Department of Human Services Laptop Stolen, IT BUSINESS
EDGE, Apr. 27, 2009,http://www.itbusinessedge.com/cm/community/news/sec/blog/oklabomadepartment-of-human-services-laptop-stolen/?cs=32107.
56. See Christopher Lee & Zachary A. Goldfarb, Stolen VA Laptop and Hard Drive
Recovered, WASH. POST, June 30, 2006, available at http://www.washingtonpost.com/wp(explaining that the laptop was
dyn/content/article/2006/06/29/AR2006062900352.html
eventually recovered and officials believed that no records were compromised).
57.

JUDY & LAUDISE, supra note 43, at 261.
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in today's climate needs to be prepared for crisis. Michael Kerntke was
the CIO at the University of Connecticut when it experienced a massive
data breach. The names and social security numbers of 72,000
employees were compromised by a Rootkit, a type of malware.59
Kerntke went public with the breach and just when he thought the
public pressure had died down, he received a call from his public
relations manager regarding a news crew that had made its way to the
data center and wanted to be shown around for a story.60 He obliged the
crew, but the message was clear; IT executives need to be ready for
disaster control. 6 '
The impact of a data breach can cripple a company both from an
economic and reputational vantage point. Since 2005, there have been
88 million incidents of personal information exposure due to IT security
breaches. 62 The cost per lost record is rising along with the prevalence
of breaches and was estimated to be $204 per record in 2009.63 Each
individual breach is costly and can easily bankrupt a company lacking
deep pockets. 64 The average total cost of a breach has risen to $6.75
million.65
In addition to financial turmoil, a company that experiences a data
breach has to deal with reputational consequences. Customers are
predictably hostile when their personal data is jeopardized. A survey
conducted by the Ponemon Institute found that 19% of customers
involved in a breach end their relationship with the company entirely,
and 58% report a loss in trust.66 Public companies feel the reputational
hit on Wall Street as well. Sony recently experienced a major security
breach that put 25 million customers at risk. The publicly traded stock
fell almost 4% in the aftermath.6 7
What happened to TJX, a corporation that is a household name
retailer in the United States, is illustrative of this catastrophic scenario.
TJX, which owns TJ Maxx, Marshalls, Home Goods, and A.J. Wright
58. Deb Radcliff, After a Security Breach, NETWORK WORLD, Oct. 24, 2005,
http://www.networkworld.com/research/2005/102405-security-breach.html.
59. Id.
60. Id.
6 1. Id.
62. Larry Baye, Strategiesfor Implementing Information Security Systems, 894 PLI/PAT
243, 248 (2010) (Westlaw).
63.

PONEMON INSTITUTE, supra note 54, at 3.

64. See Baye, supra note 62, at 249-50.
65.
66.

PONEMON INSTITUTE, supra note 54, at 4.
PR Newswire, Data Security Breaches

Impact

Corporate

Bottom

Lines,

http://www.pmewswire.com/news-releases/data-security-breaches-impact-corporate-bottom-line
s-67456532.html.
67. Reuters, Sony Shares Fall 3.7 Percent After 2nd Data Security Breach, May 5, 2011,
http://www.reuters.com/article/2011/05/06/us-sony-shares-idUSTRE74507E20110506.

2011]

WALKING THE WIRE IN THE WIRELESS WORLD: LEGAL AND POLICY IMPLICATIONS

35

stores,68 experienced an ongoing security breach from 2003 until
approximately 2006.69 Hackers were able to take advantage of
insufficient encryption and installed a "sniffer" program on TJX's
network. 70 The breach jeopardized 94 million credit card numbers and is
one of the largest data security breaches on record.7 1
In the aftermath of the breach, 6 major plaintiffs emerged:
consumers, bankers, Visa, Mastercard, SEC, and the FTC. Consumers
72
and bankers brought forward class action lawsuits. Credit card giants
Visa and Mastercard planned to bring suit against TJX for insufficient
data protection. 73 The SEC intended to bring a major 41 state class
action lawsuit forward and the FTC anticipated enforcement measures.74
In an attempt to quell the disaster outside the courtroom, TJX ended up
settling with every plaintiff that emerged. The settlements ranged from
gift certificates and credit monitoring for consumers to a multimillion
dollar settlement with the SEC.7 6 It is difficult to estimate TJX's total
financial loss from the incident, but over $250 million was set aside in
its financial statements for settlements. In a public statement after the
attack, CEO Carol Myrowitz made it known that "[a]t TJX, we have
learned a great deal about the risks of cyber attacks . . . ."7
Unfortunately for her and the affected consumers and entities, the lack
68. TJX, Our Businesses, http://www.tjx.com/businesses.asp.
69. Dan Kaplan, TJX Settles Over Breach with 41 States for $9.75 million, S.C. MAG.,
June 23, 2009, http://www.semagazineus.com/tjx-settles-over-breach-with-41-states-for-975million/article/1 38930/ [hereinafter TJX State Settlements].
70. See id.
71. See id
72. See Dan Kaplan, TJX Customers Get Vouchers, Three-Day Sale as Part of Breach
Settlement, S.C. MAG., Sept. 24, 2007, http://www.scmagazineus.com/tjx-customers-get(examining
consumer
vouchers-three-day-sale-as-part-of-breach-settlement/article/35826/
lawsuit and subsequent settlement). See also Dan Kaplan, TJX Settles With Banks Over Data
Breach, S.C. MAG., Dec. 19, 2007, http://www.scmagazineus.com/tjx-settles-with-banks-overdata-breach/article/100069/ (noting that TJX and three bankers groups settled).
73. See Jim Carr, TJX Settles with Mastercard, S.C. MAG., Apr. 3, 2008,
http://www.scmagazineus.com/tjx-settles-with-mastercard-for-24-million/article/108671/; Frank
Washkuch Jr., TJX Agrees to $41 Million Settlement with Visa, S.C. MAG., Nov. 30, 2007,
http://www.scmagazineus.com/tjx-agrees-to-41-million-settlement-with-visalarticle/99437/.
74. See Dan Kaplan, FTC Settles with TJX over Breach, S.C. MAG., Mar. 27, 2008,
http://www.scmagazineus.com/ftc-settles-with-tjx-over-breach/article/108363/.
75. See Dan Kaplan, TJX Customers to Claim Eligibility for Breach Settlement, S.C.
MAG., Mar. 3, 2008, http://www.scmagazineus.com/tjx-customers-to-claim-eligibility-forbreach-settlement/article/107601/.
76. See TJX State Settlements, supra note 69 (noting that TJX agreed to pay $9.75
million to settle with 41 state attorneys).
77. See A Year Later: TJX Breach Implications Widespread, CUNA, Jan. 22, 2008,
http://www.cuna.org/newsnow/08/system0 11808-7.html.
78. TJX, Visa Agree to $40.9 Million Payoutfor Data Breach, BANK INFO. SEc., Dec. 4,
2007, http://www.bankinfosecurity.com/articles.php?art-id=648.
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of offensive measures and foresight proved disastrous.

IV. GENERAL FTC STANDARDS

AND ENFORCEMENT

The Federal Trade Commission (FTC) is a law enforcement agency
of general jurisdiction.7 9 It is a relatively small agency by Washington
standards, but the small size provides its advantages.8 0 Namely, the FTC
has the ability to be agile as new issues affect our nation. One issue
that has sparked the FTC's interest recently is the security of personal
data. Technology has improved rapidly and has benefited consumers,
but that same technology has brought data security risks with it. Mobile
employees using efficient and accessible technology while on the go
create a novel type of vulnerability for information that was not always
so portable. For instance, a flash drive now has the amazing capability
of storing the personal data of as many as one million people.8 2
The FTC has substantial enforcement authority as far as privacy and
data security is concerned. Section five of the Federal Trade and
Commission Act grants FTC attorneys the ability "to challenge
practices that are unfair or deceptive" and is the primary tool by which
the FTC asserts authority regarding these issues.8 3 The Division of
Privacy and Identity protection is the entity within the FTC that
enforces data security vigilance and punishes its absence. 84
Businesses in the early twenty-first century did not recognize the
urgency of data security risks, and in 2006, the FTC made a concerted
effort to bolster enforcement. 5 Specifically, the FTC began to punish
The
companies that did not institute "reasonable safeguards."
on
the
is
largely
dependent
is
flexible
and
"reasonable" standard
87
sensitivity of the data and the costs of avoiding potential risks. The
ability to prosecute that sort of inaction comes under the FTC's Section
79. Deborah Platt Majoras, FTC Chairman, Guest Speaker at the Exchequer Club: The
FTC: Confronting New Security Challenges Through Enforcement, Education and Research 1
(Sept. 20, 2006) (transcript available at http://www.fRc.gov/speeches/majoras/060920exchequer
club.pdf).
80. See id.
8 1. See id.
82. Id. at 3.
83. See Christopher Wolf, New Directions in Enforcement and Policy at the FTC and the
Impact on Businesses, 1005 PLI/PAT 421, 426 (2010) (Westlaw).
84. See FTC, Division of Privacy and Identity Protection, http://www.ftc.gov/bcp/bcppip.
shtm (last visited Sept. 22, 2010).
85. See Majoras, supra note 79 (stating that "[O]ver the past 18 months, the FTC has
deployed the agency's full arsenal of statutory tools to bring cases against companies that failed
to implement reasonable measures to protect sensitive consumer information").
86. Id.
87. See id at 5.
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five authority.88
In 2004, the FTC brought forward the first action that primarily
involved insufficient data security practices of a company. The FTC
determined that BJ's Wholesale Club (BJ's) had failed to institute basic
security measures. 90 Specifically, they did not encrypt important files or
properly secure their wireless network, and hundreds of instances of
identity theft occurred. 91 The FTC claimed that BJ's lack of security
was an unfair practice that violated federal law.92 J's settled the
investigation by agreeing to a consent decree. 93 While no monetary
punishment was required, BJ's was forced "to establish and maintain a
information
security program that includes
comprehensive
administrative, technical, and physical safeguards." 94
In a similar case in 2006, the FTC settled with Choicepoint, a large
data broker. 95 The company was fined ten million dollars and an
additional five million was awarded to affected consumers. 96
Choicepoint's insufficient security measures resulted in the compan
compromising over 163,000 private financial records of customers.
Choicepoint violated the FTC Act when it made inaccurate and
misleading assertions about its security procedures in its privacy
policy.9 8 Specifically, Choicepoint purported to be in compliance with
the Fair Credit Reporting Act (FCRA) and detailed the "rigorous"
credentialing process they had instituted.9 9 The settlement shows that in
addition to consent decrees, the FTC is willing to inflict financial
punishment when companies are deemed noncompliant.

88.

See Wolf, supra note 83, at 436.

89.

See KELLEY DRYE COLLIER SHANNON,

PRIVACY LAW ADVISORY: FTC SETTLES

LANDMARK DATA SECURITY CASE WITH BJ's WHOLESALE CLUB-MARKS THE FIRST TIME THE
FTC HAS BROUGHT A DATA SECURITY CASE BASED ON UNFAIRNESS RATHER THAN DECEPTION I

(June 21, 2005), http://www.kelleydrye.com/publications/clientadvisories/0229/ res/id=Files/
index=0/FTCBJ.pdf.
90. Id.
91. Id. at 1-2.
92. See FTC, BJ's Wholesale Club Settles FTC Charges, June 16, 2005,
http://www.ftc.gov/opa/2005/06/bjswholesale.shtm.
93. Id.
94. Id.
95. See Ian C. Ballon, Internet Security 2010: FTC Enforcement Actions and Class
Action Litigation, 1006 PLI/Pat 495, 508 (2010) (Westlaw).
96. See id. at 508 (examining Choicepoint's losses in settlement). The insufficient
security measures also implicated California's security breach notification statute. Choicepoint
was forced to publicly disclose the mishap. See id. (recognizing additional punishment).
97. Id.
98. Id.
99. Id.
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V. FEDERAL REGULATIONS
The FTC has the ability to enforce various other regulatory measures
such as the Gramm Leach Bliley Act and the Health and Information
Technology for Economic and Clinical Health Act (HITECH), which is
part of the Health Insurance Portability and Accountability Act
(HIPAA).o00 Those Acts are often prosecuted by FTC attorneys, but
other regulatory agencies can enforce the laws depending on jurisdiction
and need.' 01
A. HIPAA: Privacy and Security Provisions
HIPAA was enacted by Congress in 1996 and required the
Department of Health and Human Services (HHS) to develop
regulations which would protect sensitive patient medical
information.' 02 Prior to HIPAA's enactment, no generally accepted set
of security standards existed in the healthcare field.103 HIPAA applies to
"covered entities," which are defined as "a health plan, health care
clearinghouse, or health care provider who transmits health information
04
in electronic form in connection with certain specified transactions.,"
Employers do not fall directly under the strict definition of covered
entities, but HIPAA does apply to "group health plans" which are often
sponsored and facilitated by employers. 1
The recording, sharing and storing of medical records on laptops and
other mobile devices provides many benefits which allow for effective
healthcare. That sensitive patient information, however, must be
protected. Protecting data was paramount to the HIPAA legislation's
inclusion of the "privacy rule."' 6 The privacy rule first describes what
information is "Protected Health Information" (PHI).107 Included under
100. Health Insurance Portability and Accountability Act, P.L.104-191. See Lisa J. Sotto,
An Employer's Guide to U.S. Workplace Privacy Issues, 1006 PLI/PAT 325, 332 (2010)
(Westlaw).
101. See Wolf, supra note 83, at 427; Susan A. Miller, Practical Steps for HIPAA
Enforcement, ADVANCE, http://health-information.advanceweb.com/Article/Practical-Steps-forHIPAA-Enforcement-Who-Enforces-HIPAA.aspx.
102. See Sotto, supra note 100, at 332 (recognizing that HHS created the "privacy rule"
and "security rule" as a result).
103. See Privacy Rights Clearing House, HIPAA Basics: Medical Privacy in the Electronic
Age, http://www.privacyrights.org/fs/fs8a-hipaa.html (last modified Jan. 2003) (explaining that
before HIPAA was enacted, there were no federal laws governing healthcare security, and there
were only state statutes in the area of law).
104. See Sotto, supra note 100, at 332.
105. Id. at 333.
106. See generally Venali, HIPAA Compliance, http://www.fax.venali.com/content/hipaacompliance (last visited Oct. 12, 2010).
107. Id.
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the umbrella of PHI is information that a covered entit possesses
regarding past, present or future physical or mental health.' 0 Disclosure
of PHI is only allowed under certain circumstances; for example, if
authorization is given by the patient or if treatment, healthcare or
payment is involved.'0 9 The privacy rule also requires covered entities
to administer and document employee training. o The covered entity
must sanction any employee who fails to abide by the training
procedures.' 1 '
The security rule is the second of HIPAA's two major rules. The rule
applies to "all electronic PHI [that] the covered entity creates, receives,
maintains or transmits."ll2 The main purpose of the security rule is to let
covered entities know what safeguards need to be instituted to avoid a
violation.11 3 Administrative safeguards must first be implemented.
These include various requirements such as workforce training and
evaluation.11 4 The security rule then goes on to require a covered entity
to gauge all potential risks and vulnerabilities to PHI that exist.1 15 The
second section of the rule requires a covered entity to develop physical
and technical safeguards to protect PHI." 6
HIPAA enforcement can be severe. If the PHI is disclosed
improperly, harsh civil and criminal sanctions may be enforced.' 17 From
1996 until 2007, the HHS did not impose any fines on noncompliant
entities." 8 In 2008, however, HHS enforcement resulted in the first
108. Id.
109. See Sotto, supra note 100, at 332.
110. See id.at 339.
Ill. See id. at 332.
112. HIPPAAcademy.net, HIPAA Security Rule Overview, http://www.hipaaacademy.net/
consulting/hipaaSecurityRuleOverview.html (last modified Dec. 3, 2004).
113. SeeHiHS.Gov, Summary of the HIPAA Security Rule, http://www.hhs.gov/ocr/
(last visited Oct. 12, 2010) (detailing
privacy/hipaalunderstanding/srsummary.html
administrative safeguards).
114. Id.
115. Id.
116. Id. (noting that a company must physically secure its facilities and maintain sufficient
procedures for accessing work stations, and the disposal and removal of PHI, among other
things).
117. See HIPPA, Jail Term for Employee Underscores Importance of Hawaii Employers
Complying with HIPAA, Apr. 16, 2010, http://www.hipaagives.org/articles/jail-tern-foremployee-underscores-importance-of-hawaii-employers-complying-with-hipaa/
(showing that
under egregious circumstances, criminal penalties can be levied). Here, a 22 year old woman
was sentenced to a year in prison after she illegally accessed another woman's medical records,
found out she had HIV, and made it public on MYSPACE. Id. (detailing transgression). If a
HIPAA violation is made "with the intent to sell, transfer, or use individually identifiable health
information for commercial advantage, personal gain or malicious harm," a ten year
imprisonment and a fine of $250,000 can be levied. Id.
118. See Sara Krauss, HHS Enters Into First Monetary Settlement Under HIPAA,
PROSKAUER PRIVACY LAW BLOG, Aug. 29, 2008, http://privacylaw.proskauer.com/2008/08/
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monetary settlement for a violation of the privacy and security rules;
Providence Health and Services was ordered to pay $100 000 in
addition to creating and implementing a corrective action plan."
B. Health Information Technology for Economic and Clinical Health
Act (HITECH):Extending the Reach of HIPAA
The healthcare field remains susceptible to data security breaches
despite implementation and enforcement of HIPAA. The healthcare
field has been described as a "goldmine for fraudsters."l 2 0 This is
mainly because the nature of the profession, and saving lives, requires
instant access to critical patient information. The need for information
necessitates the usage of portable wireless devices and relatively
insecure Internet-options such as public workstations and Wi-Fi.'
Despite the known risks,' 22 the healthcare field still remains
underdeveloped as far as cyber-security is concerned. For instance, a
recent survey of Hospitals found that only 10.9% of the IT budget was
dedicated to security, a percentage that lags significantly behind other
sectors. 2 3
HITECH was passed as a subsection of the American Recovery and
Reinvestment Act (ARRA) of 2009.124 ARRA recognized the necessity
for digital medical records in the healthcare field. They have the
potential to improve the effectiveness of healthcare by cutting
administrative costs and reducing errors.12 5
HITECH made three major additions to HIPAA's privacy and
security rules. First, HIPAA requirements are extended to those entities
labeled "business associates" and "companies that provide services to
the health care industry" who must also comply with HIPAA.126
Second, a security breach notification provision was added. 27 If a
breach is discovered, in most cases the company must disclose the

(noting that
articles/medical-privacy/hhs-enters-into-first-monetary-settlement-under-hipaa/
prior to resolution agreement, HIPAA had not levied fines).
119. Id.
120. Matthew H. Meade, The Evolving Landscape of HealthcareDataSecurity: A Review
of Recent Developments Impacting Privacy in Healthcare, 1005 PLI/PAT 445, 449 (2010)
(Westlaw).
121. See discussion supra Part.II.A.
122. See discussion supra Part.III.
123. See id. at 452.
124. Kirk J. Nahra, A New HIPAA Era Emerges, 1005 PLI/PAT 467, 471 (2010)
(Westlaw).
125. See id.
126. See id. at 479.
127. See id. at 492.
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breach to affected consumers and the government.12 8 In certain
situations, media awareness is also required in order to satisfy the
notification mandate.' 29 HHS recently published a list of thirty-six
businesses that have had data breaches since the rule took effect in
September 2009.130 The FTC instituted a very similar regulation in an
attempt to extend HITECH legislation to business entities just out of the
reach of the "business associate" language.1 3 1
HITECH provides the statutory tools necessary for harsher
enforcement. The penalties that can be imposed for a violation have
been increased, and the maximum fine that can be levied is $1.5
million.132 Additionally, fines are mandatory for violations due to
"willful neglect." 33 State Attorney Generals have also been granted
explicit authority to prosecute HIPAA violations.134 Richard
Blumenthal became the first Attorney General to use the new authority
when he filed a lawsuit against Health Net of Connecticut, Inc. after it
lost a hard drive and compromised data security in May 2009.135
C. Gramm Leach Bliley
The Gramm Leach Bliley Act (GLBA) was passed in 1999.136 The
law revised U.S. financial services law and lessened restrictions in the
marketplace.13 7 The Act encourages mergers, which have the potential
128. See id. at 476-77.
129. See, e.g., id.
130. See John B. Kennedy et al., U.S. State Information Security Laws 2010: States Still In
the Lead, But the Feds Gain Momentum, 1005 PLI/PAT 103, 149 (2010) (acknowledging
multiple breaches). Despite the large number of breaches, only about 500 individuals' privacy
were compromised. Id.
131. Cynthia Marcotte Staner, HHS & FTC Release Guidance on HITECH Act Data
Breach Rules for HIPAA Covered Entities & Entities Dealing With Personal Health Records,
SOLUTIONS LAW PRESS, Apr. 18, 2009, http://solutionslaw.wordpress.com/2009/04/18/hhs-ftcrelease-guidance-on-hitech-act-data-breach-rules-for-hipaa-covered-entities-entities-dealing-wit
h-personal-health-records/.
132. Id.
133. Nahra, supra note 124, at 474.
134. See id. at 475. State attorney general acted implicitly in the past and were not
discouraged, however, they essentially have parallel authority. Id.
135.

See Health Net Settles Breach Suit, HEALTH DATA MANAGEMENT, July 7, 2010,

http://www.healthdatamanagement.com/news/breach-health-net-connecticut-lawsuit-hipaa-4060
7-1 .html. The suit was the first filed and the first settled. Id.
136. Electronic Privacy Information Center, The Gramm-Leach-Bliley Act, http://epic.org/
privacy/glbal (last visited Sept. 22, 2010).
137. Letter from Terry S. Schwakoff, Executive Vice President, Federal Reserve Bank of
San Francisco, To the Chief Executive Officer of All Bank Holding Companies and State
Member Banks in the Twelfth Federal Reserve District, Gramm Leach Bliley Act: A New
Frontier in Financial Services, http://www.frbsf.org/publications/banking/grann/index.html
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to benefit the economy. Social security numbers, credit card numbers,
and other sensitive information, however, can become particularly
vulnerable to impropriety during integration and reorganization.'3 In
response to that concern, the creators of GLBA included certain
provisions to protect non-public information, including data stored on
mobile devices. 139
The safeguard rule is the GLBA's tool to protect sensitive
information. It has three main objectives: (1) to ensure the
confidentiality of nonpublic records; (2) to protect against anticipated
threats; and (3) to protect against unauthorized access and use of
nonpublic records that could result in customer harm.140 To accomplish
its goals, the GLBA requires each financial institution to develop and
implement a written security plan that is appropriate considering the
size of the institution and the sensitivity of the information being
protected.141 Additionally, each financial institution must: "(1) assign
one or more employees to oversee the program; (2) conduct a risk
assessment; (3) put safeguards in place to control the risks identified in
the assessment and regularly test and monitor them; (4) require service
providers, by written contract, to protect customers' personal
information; and (5) periodically update its security program.",'4
In 2004, the FTC conducted a compliance sweep of U.S. mortgage
companies and enforced the GLBA for the first time.143 Nationwide, an
industry giant, and Sunbelt were both found to have violated the
previously mentioned safeguards rule. 1 " The Nationwide administrative
action was notable because its President, John D. Eubank, was named in
addition to the company.14 5 Both companies are now barred from future
violations and must undergo biannual audits.146 Other companies across
the country, such as Nations Title, Guidance Software, Inc., and JBN,
(last visited Oct. 21, 2010).
138. See Dave Meizlik, How to Protect Data DuringFinancialMergers and Acquisitions,
IT SECURITY & NETWORK SECURITY NEws, Dec. 23, 2008, http://www.eweek.com/c/a/Security/

How-to-Protect-Data-during-Financial-Mergers-and-Acquisitions/ (describing risk and showing
remedies).
139. See Social Text, Gramm Leach Bliley Act and Privacy, https://www.socialtext.net/
ism4300/index.cgi?gramm leach blileyact and privacybanking (last visited Oct. 30, 2010).
140.

See

VIRGINIA

POLYTECHNIC

INSTITUTE

AND

STATE UNIVERSITY,

POLICY

AND

PROCEDURE RELEASE 1 (2004), available at http://www.policies.vt.edu/7025.pdf.

141. See id. at 2-3.
142. Press Release, Federal Trade Commission, FTC Enforces Gramm-Leach-Bliley Act's
Safeguards Rule Against Mortgage Companies, Nov. 16, 2004, available at http://www.fic.gov/
opa/2004/1 /ns.shtm.
143. Id.
144. Id.
145. Id.
146. Id.
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have been hit with similar consent decrees. 147
D. FISMA
The Federal Information Security Management Act (FISMA) was
passed in 2002 as a subsection of the E-Government Act and only
applies to federal regulatory agencies. 148 The primary goal of the Act is
to ensure that federal agencies implement and maintain sufficient IT
standards.149 To accomplish its goals, FISMA "requires each federal
agency to develop, document, and implement an agency-wide program
to provide information security for the information and information
,4150
systems that support the operations and assets of the agency . . . .
Additionally, those requirements are necessary even if the security
program is managed by an outside agency or contractor.' 5 '
Federal agencies must report both to the Office of Management and
Budget (OMB) and to Congress on an annual basis and the reports must
gauge the effectiveness of their security implementations.152 An
effective security program should include, among other things, security
awareness programs and regular testing. 153 Each agency is required to
conduct an annual independent evaluation of the security measures it

has enacted.154
Enforcement is likely to increase as the government begins to
recognize the urgency of FISMA and cybersecurity in general. A new
cybersecurit bill, S.921, is currently working its way through
Congress.' 5 The bill would update FISMA by delegating more
enforcement power to the Department of Homeland Security as opposed
to the OMB.
147. Id.
148. See NIST.gov, FISMA: Detailed Overview, http://csrc.nist.gov/groups/SMA/fisma/
overview.html (last modified Aug. 17, 2010).
149. See id. (noting that 107th congress "recognized the importance of information
security to the economic and national security interests of the United States.").
150.

U.S. SEC. & EXCH. COMM'N, 2009 FISMA EXECUTIVE SUMMARY REPORT II (2009),

http://www.sec-oig.gov/Reports/Auditslnspections/2010/472.pdf (last visited Oct. 21, 2010).
15 1. Id.
152. See id. at 1-2.
153. See NIST.gov, supra note 148.
154. Kenneth M. Siegel, Protecting the Most Valuable CorporateAsset: ElectronicData,
Identity Theft, PersonalInformation, and the Role of Data Security in the Information Age, Ill
PENN. ST. L. REV. 779, 801 (2007).

155. See Gregory T. Noejeim, Cybersecurity and Freedom on the Internet, 4 J. NAT'L SEC.
L. & POL'Y 119, 121 (2010) (noting that Obama was making concerted effort to examine
cybersecurity).
156. S.921: U.S. Information and Communications Enhancement Act of 2009, U.S.
Congress, http://www.opencongress.org/bill/ Ill-s92 1/show/.
157.

See Eric Chabrow, 6 Key Cybersecurity Bills Before Congress, Gov INFO SECURITY,
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E. PCI
In 2006, American Express, Discover, JCB, Visa, and Mastercard
collaborated to form the Payment Card Industry Data Security Standard
(PCI DSS).' 5 ' The consortium created industry wide IT guidelines with
the goal of mitigating the risk of a security breach.159 The
aforementioned companies often deal with sensitive information such as
customer credit card numbers, expiration dates, and driver's license
numbers. A breach cannot only harm the consumer but places the
offending company in financial, reputational, and even regulatory peril.
The PCI DSS published twelve guidelines that companies in the PCI
industry should follow to avoid a breach. The twelve guidelines are
organized under headings that detail six major initiatives of the PCI
DSS. The standard is reproduced below:
Build and
Maintain a Secure
Network
Protect Cardholder
Data1
Maintain a
4Vulnerability
Management
Program
Implement Strong
Access Control
Measures
Regularly Monitor
and Test Networks

Requirement 1: Install and maintain a firewall configuration to
protect cardholder data.
Requirement 2: Do not use vendor-supplied defaults for
system passwords and other security parameters.
Requirement 3: Protect stored cardholder data.
Requirement 4: Encrypt transmission of cardholder data
across open, public networks.

Requirement 5: Use and regularly update anti-virus software.
Requirement 6: Develop and maintain secure systems and
applications.
Requirement 7: Restrict access to cardholder data by business
need-to-know.
Requirement 8: Assign a unique ID to each person with
computer access.
Requirement 9: Restrict physical access to cardholder data.
Requirement 10: Track and monitor all access to network
resources and cardholder data.
Requirement 11: Regularly test security systems and
processes.

Maintain an
Information
Security Policy

_

Requirement 12: Maintain a policy that addresses information
security.

Apr. 12, 2010, http://www.govinfosecurity.com/articles.php?artid=2405.
158. See PCI Security Standards Council, PCI SCC Data Security Standards Overview,
https://www.pcisecuritystandards.org/securitystandards/pci-dss.shtml (last visited Sept. 24,
2010).
159. See id.
160. See id.
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Compliance with the PCI DSS standard is necessary for all
companies that "store, process, or transmit payment cardholder data."
Companies are required to be in a state of compliance at all times, but
the enforcement power of the PCI DSS is circuitous. For example, the
payment brands may fine the acquiring bank of the merchant who is in
violation. 162 The acquiring bank will likely float the payment
downstream until the merchant itself is charged. Merchants also have
to validate their compliance to the merchant bank. The level of
validation and the frecuency varies depending on the number of
Companies that are noncompliant with the
transactions processed.
PCI DSS may simultaneously be violating laws, however. For example,
Minnesota enacted a law which has similar requirements to the PCI
DSS, and other states likely will follow suit.1 65
Despite the lack of direct enforcement, companies in the industry
have significant motivation to enact the PCI standards and even more
rigorous compliance measures. Heartland Security recently experienced
a massive security breach.166 Despite the claim that it was PCI
compliant at the time of the breach, Heartland lost one hundred and
thirty million credit card numbers and potentially eclipsed TJX for the
largest recorded security breach in history.16 Heartland has since
suffered immense financial damages and lawsuits and agreed to a
massive $60 million settlement with Visa.168
The reach of the Internet and online retail has continued to advance
in recent years. Accordingly, the PCI DSS recently released wireless
security standards.1 69 Those standards must be followed in addition to

161. CRE Secure, PCI FAQs, http://www.cresecure.com/pages.php?CDpath=3_19#12
(last visited Oct. 21, 2010).
162. See id. (noting that fines can be $5,000-$100,000 per month per violation).
163. See id.
164. See, e.g., VISA, Cardholder Information Security Program, http://usa.visa.com/
merchants/riskmanagement/cisp merchants.html (last visited Oct. 21, 2010) (showing
complete requirements for validation).
165. Minnesota Makes PCI Law, PCI ANSWERS, June 1, 2007, http://pcianswers.com/
2007/06/0 1/minnesota-makes-pci-law/ (noting that although law does not explicitly mention
PCI, scope is very similar).
166. See Jaikumar Vijayan, Heartland Data Breach Could be Bigger than TJX's,
COMPUTERWORLD, Jan. 20, 2009, http://www.computerworld.com/s/article/9126379/Heartland_
data breach could be biggerthan_TJX_s.
167. See id.
168. See Heartland Announces Settlement with Visa Issuers for Data Breach Claim,
PAYMENT NEWS, Jan. 8, 2010, available at http://www.paymentsnews.com/2010/01/heartlandannounces-settlement-with-visa-issuers-for-data-breach-claims.html (last visited Sept. 24, 2010)
(announcing Visa's settlement with Heartland).
169.

PCI,

INFORMATION

SUPPLEMENT:

PCI

DSS

https://www.pcisecuritystandards.org/pdfs/PCIDSSWireless

WIRELESS

STANDARD

Guidelines.pdf.

(2009),
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the twelve previous requirements.1 70 The Security Standards Council
created a flow chart that shows the appropriate road to compliance.17 1
Among other things, the council requires that wireless networks be
physically secure and that intrusion attempts are monitored and
subsequently documented.172
F. FINRA
The Financial Industry Regulatory Authority (FINRA) came into
existence in 2007 after the National Association of Securities Dealers
(NASD) combined with the self-regulatory function of the New York
Stock Exchange. 173 FINRA is not a federal regulatory body; similar to
the aforementioned PCI DSS, FINRA is an independent regulator. They
oversee 4,580 brokerage firms, 162,850 branch offices and 635,695
registered securities representatives.1 74 The goal of FINRA is to provide
investor protection and to help sustain market integrity. 7 5
Business implementation of mobile devices makes protecting
consumer information a difficult and rapidly changing challenge.
FINRA member firms are required to have policies and procedures in
effect that address the safety of customer records. 176 For instance, firms
must protect against any relevant anticipated threats.177 They also must
protect against unauthorized access to the customer records.17 8
Some have complained that FINRA's standards are vague but that
they can be learned through enforcement. 179 Davidson and Co., an
accounting and taxation company, recently had many customer records
stolen and FINRA acted swiftly and harshly. 80 FINRA fined Davidson
$375,000 for what it perceived as a lack of appropriate safeguards.' 8'
Specifically, FINRA viewed Davidson's encryption and firewall

170. See id. at 9-25.
171. Id. at 4.
172. See id. at 8.
173. See Mark Kolakowski, Finra,ABOUT.coM, http://financecareers.about.com/od/finra'
a/finra.htm (last visited Sept. 24, 2010).
174. FINRA, About the Financial Industry Regulatory Authority, http://www.finra.org/
AboutFINRA/ (last visited Sept. 24, 2010).
175. Id.
176. See Customer Information Protection, FINRA, http://www.finra.org/Industry/Issues/
CustomerInformationProtection/ (last visited Sept. 24, 2010) (noting requirements of FINRA).
177. Id.
178. Id.
179. See James DeLuccia, Brokerage Firm Finedfor Data Breach by Finra, PAYMENT
CARD INDUSTRY AND IT CONTROLS EXPLAINED, Apr. 21, 2010, http://pcidss.wordpress.com/

2010/04/21/brokerage-firm-fined-for-data-breach-by-finra/.
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protection as insufficient.' 82 The fine was levied despite the fact that
Davidson had recently hired a third party auditor to conduct a
penetration test.' 8 3
The Dodd-Frank Wall Street Reform and Consumer Protection Act
(Dodd/Frank) was recently approved July 21, 2010.184 On September
16, 2010, the Act was a major step for President Obama and will likely
result in major changes to financial regulation.' 8 5 Some pundits believe
the Act will result in a major change for FINRA as well.186 Currently,
FINRA only applies to fee-based financial advisers; but Dodd-Frank,
It is not
however, could expand coverage to all financial advisers.
also
will
Act
the
believe
stated explicitly in Dodd-Frank, but many
result in the SEC ceding oversight of fiduciary standards to FINRA.
FINRA advisors have welcomed the potential expansion of
89
responsibility, and the agency may soon become even more powerful.1
VI. THE GROWTH OF REGULATION, STATE AND FEDERAL

A. FederalCybersecurity on the Rise
Retired Air Force Lt. Gen. Bill Donahue recently said: "We have
failed as a nation to realize that cyber is as critical to national security as
air, land, sea and space .

.

. [t]ime is not our friend . . . .""9 With that

urgency in mind, the Obama administration has increased its focus on
cybersecurity. To show that commitment, it conducted a thorough

182. Davidson also did not have sufficient protections for passwords, their network logs
were not actively managed, and they did not employ an effective network intrusion mechanism.
See id.
183. See id.
184. See Brady Dennis, Congress Passes FinancialReform Bill, WASH. PosT, July 16,
2010, available at http://www.washingtonpost.com/wp-dyn/content/article/2010/07/15/AR
2010071500464.html; see also PUBuc LAW 111-203-DODD-FRANK WALL STREET REFORM AND
CONSUMER PROTECTION ACT, http://www.gpo.gov/fdsys/pkg/PLAW- l1lpubl203/content-detail.
html.
185.
186.
187.

Id.
Id
See Jed Horowitz, Finra May Expand Oversight to All FinancialAdvisors: DoddFrank Law Could Lead to SEC Handoff INVESTMENT NEWS, July 18, 2010,
http://www.investmentnews.com/apps/pbcs.dll/article?AID=/20100718/REG/307189983.
188. See id.
189. See id. (noting Harevey Goldschmid's and FINRA's acceptance if more power is
granted).
190. Austin Wright, Industry Reacts to Proposed Regulations, NDIA, May 2010,
www.nationaldefensemagazine.org/archive/201 0/May/Pages/IndustryReactsToProposedRegula
tions.aspx.
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review of cybersecurity policy.191 The policy recommended the
appointment of a national security advisor who will report directly to
the President, known as the "Cyber Coordinator."1 92 Moreover, the
policy directly targets the private sector, realizin that more stringent
legislation and resilience is needed in this area. 3 If major publicly
traded companies have vulnerable security systems, the effects of an
attack would likely be far-reaching.
Additionally, Congress is currently looking at several potential
legislative measures. For instance, the Cybersecurity Enhancement Act
of 2010 was passed by the House in February of last year.194 If passed
by the Senate, this Act will improve research and development and
require the National Institute of Standards and Technology (NIST) to
implement cybersecurity awareness programs for the private sector.195
The Act would also require the NIST to work with state governments
and many other organizations and groups of people in an attempt to
*196
improve state cybersecurity.
The Protecting Cyberspace as a National Asset Act of 2010 was
recently approved by the Senate Committee on Homeland Security and
Governmental Affairs.1 97 The Act, which amends the Homeland
Security Act of 2002, is a comprehensive bill that would delegate the
responsibility of providing civilian and private sector network security
to the Department of Homeland Security.' The Act would first require
the creation of a national center for cybersecurity.199 The director of the
191.

See CATHERINE

A. THEOHARY

& JOHN ROLLINS,

CYBERSECURITY:

CURRENT

LEGISLATION, EXECUTIVE BRANCH INITIATIVES, AND OPTIONS FOR CONGRESS 5 (2009),
http://www.fas.org/sgp/crs/natsec/R40836.pdf (noting that President Obama wanted to "assess
U.S. policies and organizational structures for cybersecurity").
192. Id. at 6. See also Arik Hesseldahl, White House Appoints Cybersecurity Czar,
BLOOMBURG BUSINESSWEEK, Dec. 22, 2009, available at http://www.businessweek.com/the_
thread/techbeat/archives/2009/12/white house appoints cybersecurityczar.html (recognizing
that President Obama appointed Howard Schmidt, a former chief security officer at IBM).
193. See THEOHARY & ROLLINS, supra note 191, at 1.
194. Cybersecurity Act of 2010, H.R. 4061, 111th Cong. (2010), available at
http://www.govtrack.us/congress/bill.xpd?bill=h 111-4061.
195. See id. (recognizing one's goals is improvement in research and development).
Section 203 details the awareness program required of the NIST. Id. § 203.
196. See id. Additionally, the NIST would have to work with individuals, businesses, local
and tribunal governments, educational institutions, elderly and low income populations, and
populations in areas where broadband expansion is planned or commenced. See id.
197. See Gauthum Nagesh, Senate Homeland Security Committee Approves Cybersecurity
Legislation, HILL BLOG, June 24, 2010, http://thehill.com/blogs/hillicon-valley/technology/
105377-senate-homeland-security-committee-approves-cybersecurity-bill. The bill was sponsored by Senator Joe Lieberman, Susan Collins, and Tom Carper. Id.
198. See Protecting Cyberspace as a National Asset Act of 2010 (PCNAA), S. 3480, 111th
Cong. (2010), available at http://www.gpo.gov/fdsys/pkg/BILLS-111s3480is/pdf/BILLS11 1s3480is.pdf.
199. See id. § 3552.
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center would be responsible for establishing network security guidelines
and "developing, overseeing, and enforcing information securitw
throughout the federal government," among other responsibilities.
Additionally, the Act would institute security measures the president
could take in case of an emergency. 20 1 Finally, federal agencies would
be required to delegate an official to be the Chief Information Security
Officer.20 2
The FTC has also stepped up its efforts on the data security front.
Namely, it conducted three "roundtable" discussions aimed at beefingup safeguards and enforcement. The first roundtable focused on
consumers and stressed how they need to be protected.2 0 3 Additionally,
it was noted that many consumers do not understand how their data is
used and transferred. 4 The second roundtable focused on the FTC's
regulatory role. There was general agreement that the FTC should play
a more pronounced role in enforcement and standard setting.2 0 5 The
third discussion focused on how to safeguard data in the healthcare field
and other consumer information that is deemed nonpublic. 206
B. State
1. Breach Notification
State legislatures have recently started to create and enforce data
security laws at an increasing rate.2 0 7 This trend began when California
20
passed a security breach notification statute in 2003.208 The law's aim

200. Id.
201. Id. § 249. A similar bill, rejected earlier, gave the President indefinite power in case
of an emergency. See Nagesh, supra note 197 (describing qualms regarding original bill).
202. See PCNAA, supranote 198.
203. See generally Federal Trade Commission, Federal Trade Commission Roundtable
Series 1 On: Exploring Privacy, Matter No. P095416, Dec. 7, 2009, at http://www.fic.gov/bcp/
workshops/privacyroundtables/PrivacyRoundtable Dec2009_Transcript.pdf.
204. Introductory Remarks of Jon Leibowitz, Chairman Federal Trade Comm'n, FTC's
Privacy Roundtable (Dec. 7, 2009), availableat http://www.ftc.gov/speeches/leibowitz/091207
privacyremarks.pdf.
205.

See generally FEDERAL TRADE COMMISSION, SECOND PRIVACYROUNDTABLE (Jan. 28,

2010), available at http://www.ftc.gov/bcp/workshops/privacyroundtables/PrivacyRoundtable_
Jan2010 _Transcript.pdf.
206. See generally Federal Trade Commission, Exploring Privacy: An FTC Roundtable
Discussion (Mar. 17, 2010), available at http://www.ftc.gov/bcp/workshops/privacyround
tables/PrivacyRoundtableMarch2010 Transcript.pdf (looking at how healthcare field poses
different risk and how to quell that risk).
207. See generally John B. Kennedy, US. Information Security Law Update 2009: The
Patchwork Quilt ofRegulations Continues to Grow, 969 PLI/PAT 115, 123 (2010) (Westlaw).
208. Id. at 125.
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was to mitigate the risk caused by a data security breach. 209 To do that,
it required that consumers are rapidly made aware when unauthorized
persons gain access to the consumers' personal information.210 Other
states followed California's lead, and in the seven years since
California's law passed, 44 states have passed laws based in part on the

California statute.211
2. Merchant Liability
Minnesota was the first state to adopt a merchant liability statute in
2008.212 The law states that a merchant can be held liable if a security
breach occurs and customer credit information was insufficiently
2121
protected.21 Liability
can be significant and includes notification,
reimbursement and damages. 214 The State of Washington recently
enacted a statute which will impose penalties on merchants for failing to
comply with the Payment Card Industry standards. 2 15 Washington was
the third state to enact merchant liability legislation, and other states
likely will follow suit.2 16
3. Groundbreaking Massachusetts Legislation
After considerable delay and much negative reaction from
businesses, Massachusetts passed the "Standards for the Protection of
Personal Information of Residents of the Commonwealth" in early
20 10.217 The legislation is arguably the harshest ever enacted regarding
data security measures. 2 18 The law contains similar language to FISMA
in that it requires Massachusetts business entities to "develop,
implement and maintain" a written security program. 2 19 It builds on
FISMA, however, by requiring company discipline for noncompliance,

209. Id.
210. See id.
211. Id.
212. Id. at 130; H.F. 1758, 85th H.R. Sess. (Minn. 2007), available at
http://wdoc.house.leg.state.mn.us/leg/LS85/HF1758.3.pdf.
213. Kennedy, supra note 207, at 130.
214. See id. at 130-31. Merchants can be held liable even if they are found to be in
compliance with the PCI DSS. Id.
215. Posting of David Navetta to the Info Law Group Blog, FAQ on Washington State's
PCI Law, http://www.infolawgroup.com/2010/03/articles/payment-card-breach-laws/faq-onwashington-states-pci-law/ (Mar. 24, 2010, 11:28 CST).
216. See id.
217. See Kennedy, supra note 207, at 119 (noting that the law went into effect on Mar. 1,
2010).
218. See id. at 136-38.
219. Id. at 136-37.
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and requiring the selection of capable third party service providers.220
The most controversial part of the legislation is its harsh minimum
threshold for security. Notably, it requires "secure access control
measures," "encryption of all files containing personal information,"
and "comprehensive employee training." 22 1
The Massachusetts legislation is unique in that it provides a civil
penalty if lost or stolen data results from insufficient security.222
Whether Massachusetts courts will find new theories of liability and
establish the precedent of personal civil liability, is still unanswered.
When courts begin determining damages under the statute, the impact
will be felt. The legislation may be viewed by future pundits as
unsuccessful, too harsh, and impractical. To the contrary, it should be
viewed as precursor to a new era in data security and compliance.

VII. POLICY
Effective business practices, tools and vigilance can help to
minimize the potential for a breach, which in turn halts regulatory
enforcement and damage to the company. Eliminating mobile devices
would potentially limit the risks, but in today's evolving environment,
that is not only impractical but would not allow businesses to remain
competitive.
The best way to avoid a problem is to avoid a breach by insuring
adequate protection. In addition to a secure firewall and anti-virus
protection, encryption should be mandatory for all mobile devices.
Encryption is an algorithmic scheme that converts standard text into an
unreadable form that can only be decrypted by someone with an
appropriate network key.2 23 Encryption software is constantly
improving, and staying on the cutting edge of that technology is a
necessity.
A company can also employ an "ethical hacker."2 2 4 Ethical hackers
spend their days attempting to access the private data of their
employer. 22 5 If they find a loophole or vulnerable avenue, the IT team is
220. Id. In addition to selecting a capable third party service provider, a company is
responsible for making sure that the third party provider implements and maintains appropriate
security measures. Id.
221. Id. at 137.
222. See, e.g., 201 CMR 17.00: Standards for the Protection of Personal Information of
Residents of the Commonwealth, http://www.mass.gov/Eoca/docs/idtheft/201CMRI700reg.pdf.
223. See Wisegeek, What is Encryption?, http://www.wisegeek.com/what-is-encryption.
htm (last visited Feb. 3, 2011) (defining encryption).
224. See Linda Leung, Hackersfor Hire, NETWORKWORLD, June 20, 2005, http://www.net
workworld.com/careers/2005/062005man.html.
225. Id.
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made aware.226 An ethical hacker clearly has to be someone who is
trustworthy but can be an effective tool in the prevention of data
breaches.
Employee awareness is also fundamental when attempting to prevent
security breaches. Employees should be cognizant of the risks a security
breach can pose. Effective training can be a key element to accomplish
this goal. Additionally, disciplinary measures can be considered for
employees who violate security policies.
VII. CONCLUSION
The use of mobile technology is becoming increasingly
commonplace in our business environments and society. The speed and
efficiency of powerful devices such as tablet computers and
smartphones are prompting more and more businesses to embrace them.
In a world of apps, tweets and texts, companies are now faced with
unchartered territories, but the advantages of mobility do not come
without risk. Mobile devices add complexity and exposure since they
are more susceptible to theft and often have underdeveloped security
systems. As a result, businesses have an increasing vulnerability to new
and yet unknown security threats. Security breaches can implicate
federal or state regulations that can affect businesses and even impact
viability. Companies must dedicate time and resources to take a
proactive approach, not only to avoid breaches but also to prepare for
the possibility of a breach and the carnage which may result.

226. Id.

